UHdopmaumoHHaa namaTKa Ansa odyyarowmxcs

C kaxgblM rooomM Mofogexun B MHTEPHETE CTaHOBUTCA Bornblue, a
LLUKOJSTbHUKN OOHM U3 CaMbIX aKTUBHbLIX Nonb3oBartenen PyHeTa. Mexay
TeM, NMOMUMO OFPOMHOI0 KOSIMYeCcTBa BO3MOXHOCTEN, UHTEPHET HECET U
npobnemsbl. 3Ta namsaTka A0OMHKHA NoMoYb Tebe 6e3onacHo HaxoauTbCs B
ceTu.

KoMnbroTepHble BUPYCHI

KoMnbloTEPHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX
nporpamm, oTNUYUTENBbHON 0COBEHHOCTBIO KOTOPOW SIBNSIETCS
CNOCOBHOCTb K pa3MHOXeHUI0. B JoNOfTHEHWE K 3TOMY, BUPYCbl MOTYT
noBpeanTb UM NOMHOCTBIO YHUYTOXUTL BCe dpainbl U AaHHbIe,
NOAKOHTPOSIbHbIE MOMb30BaTEN0, OT MMEHU KOTOpOro 6bina 3anylieHa
3apakeHHas nporpamMma, a Takke NoBpeanTb U Jaxe YHUUTOXUTb
onepaunoHHY CUCTEMY CO BceMU dhannamm B Leniom. B 6onblunHCTBE
cllydaeB pacnpoCTPaHATCA BUPYCbl Yepes UHTEPHET.

MeToabl 3aWmUThbl OT BpPeOOHOCHbLIX nporpamMmm.

1. |/|CI'IOJ'Ib3yl7I coBpeMEHHbIE onepaunoHHble CUCTEMbI, UMEKLLINE
CeprSHbIIZ YPOBEHbL 3alliNTbl OT BPEAOHOCHbLIX NMporpamMmm,

2. [NocToAHHO ycTaHaBnmBaKn naytn (LM poBble 3annaTkn, KoTopble
aBTOMaTUYECKN YCTaHaBIIMBAIOTCA C LIEeNbio 40paboTKn nporpaMmmbl) 1
apyrme obHoBNEHMsT CBOEN onepaumoHHon cnctembl. CkadmBam UX TONbKO
¢ ochmuymanbHoro canta paspabotunka OC. Ecnu cyLecTByeT pexnm
aBTOMaTU4YECKOro OOHOBEHUS, BKINIOYN €rO;

3. PaboTtan Ha cBoeM KoMMbloTepe Nog npaBamu Nosib3oBaTens, a He
afMUHUCTpaTopa. OTO HE NO3BONUT BOMbLUMHCTBY BPELOHOCHbIX
NporpamMmm UHCTaNNMpPoOBaTbCS Ha TBOEM NEPCOHaNbHOM KOMMNbIOTEPE;

4. |/|CI'IOJ'Ib3yl71 adHTUBUPYCHbIE NMporpamMmmMHbie NMPOAYKTbl U3SBECTHbIX
I'IpOI/I3BOJJ,I/ITGJ'I€VI, C aBTOMaTu4yecknm obHoBneHnem 6as;

5. OrpaHunyb PuU3nYecKknii 4OCTYN K KOMMbIOTEPY Ars NOCTOPOHHUX
nnu;

6. Vicnonb3yn BHeLWHME HOCUTENN MHPOpMaLnK, Takne Kak doneLuxa,
ANCK Unun hann n3 NHTEpPHEeTAa, TONbKO U3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKkpbiBa KOMMNbOTEPHbIE pannbl, NOSyYeHHble N3 HEHAOEXHbIX
NCTOYHMKOB. [Jaxke Te panrnbl, KOTOpble Npucnan TBoW 3HaKOMbIN. Jlyylle
YTOYHW Yy HEro, OTAPaBnAn fn oH Tebe unx.



Cetu WI-FI

Wi-Fi - 910 He BUA nepefaym gaHHbIX, HE TEXHONOINA, a BCEro Nnlb
O6pena, mapka. Ewe B 1991 rogy HugepnaHackas KomnaHus
3apeructpupoBana 6peHg "WECA", uto 0603Ha4yano crnosocoyeTaHune
"Wireless Fidelity", koTopbIh nepeBoanTCA Kak "becnpoBogHasi TOMHOCTL".

[lo Halwero BpemeHu gowna gpyrast abbpesnaTypa, KoTopasa sBMseTCs
Takou e TexHonornen. 3to abbpesunatypa "Wi-Fi". Takoe HasBaHue ObIno
[aHO C HaMeKOM Ha CTaHOapT BbicLen 3ByKOBOW TexHUKN Hi-Fi, yto B
nepesoe 03Ha4yaeT "BblCOKast TOYHOCTL".

[a, 6ecnnaTHbI UHTEPHET-AOCTYN B Kahe, oTensax n asponoprax
SBNSAETCS OTNINYHOW BO3MOXHOCTbIO BbiXOoAda B MHTEPHET. Ho MHormne
aKcnepTbl cumTatoT, 4YTo obwenoctynHble Wi-Fi ceTn He aBnatoTcs
©e3onacHbIMW.

CoBeTbl No 6e3onacHocTu paboTbl B o6wenoctynHbix cetax Wi-fi:

1. He nepegaBa cBOI NUYHYO MHopMaumio Yepes obLeaoCTynHbIe
Wi-Fi cetn. PaboTtas B HUMX, XXenatenbHO HE BBOAMTL Naponv gocTyna,
NOTMHbI U Kakne-To HoMepa;

2. Ncnonb3yn 1 06HOBMAW aHTUBMPYCHbIE NporpamMmel 1 bpaHamayep.
Tem cambiM Tbl 06e3onacullb cebsi OT 3aKayku BUpyca Ha TBoe
YCTPOWCTBO;

3. MNpwu ncnonbaoBaHum Wi-Fi oTkntoumn goyHkumo "O6Lwmnn gocTyn K
dannam u npuHTepam". [laHHas PyHKUMS 3aKpbiTa MO yMOSTYaHWUIO, OOHaKO
HeKoTopble Nosib30BaTENN aKTUBMPYIOT €€ Ansl yaobcTBa UCnonb3oBaHNA B
paboTe nnun yyeode;

4. He ncnonbayn nyénuynbin WI-FI gna nepegaym nuyHbIX 4aHHbIX,
Hanpumep N4 BbIXo4a B couMarbHble CETU UMW B 3NIEKTPOHHYIO MOYTY;

5. Vicnonb3yn Tonbko 3awmiieHHoe coeanHenmne Yyepes HTTPS, a He
HTTP, T.e. npn Habope Beb-agpeca BBoaM nmeHHO "https://";

6. B MoOunbHOM TenegoHe oTkmoun dyHkumio "MNoaknoveHune K Wi-Fi
aBToMaTuyeckun". He gonyckam aBToMaTU4eCcKoro noaksitoyeHns
ycTponcTtBa Kk cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble cetu

CoumarnbHble CeT aKTUBHO BXOAAT B HALUY XXW3Hb, MHOIME Noau
paboTaloT 1 XKMBYT TaM NOCTOSAHHO, a B Facebook yxe 3apernctpupoBaH
MUNNnapa YenoBekK, YTO ABNSETCS OOHOW CebMOW BCEX XUTENEN
nnaHeTbl. MHOrve nonb3oBaTeNiM He MOHUMALOT, YTO MHopMaLUS,



pasMeLLeHHas UMW B coLmarnbHbIX CETAX, MOXET ObITb HaaeHa U
Mcnonb3oBaHa Kem YrogHo, B TOM YMcre He 0b0s3aTenbHo ¢ Gnarumm
HaMepeHUsMM.

OcHoBHbIe coBeThbI N0 6H&30MacHOCTU B COLManbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1ebs B Apy3bsix He OSMKHO ObITb
CIlydanHbIX 1 HE3HAKOMBbIX JT04EN;

2. 3awumuian CBOK YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHsbl,
agpeca, gaTy TBOEro poXaeHus u Opyryto JIMYHY MHGOopMaLmio.
3NOYyMbILLNIEHHUKN MOTYT UCMONb30BaTh AaXe MHPOPMaLMIO O TOM, Kak Thbl
N TBOW POAUTENN NIAHUPYETE NPOBECTU KAHWUKYIbI;

3. 3awmian cBo penyTauuio - AepXn ee B YUCTOTE U 3afaBan cebe
BOMpocC: xoTen 6bl Tbl, YTOOLI Apyr1e Nonb3oBaTenu BUAENN, YTO Thbl
3arpyxaewb? Nogyman, npexae 4em 4YTto-To onybnmkoBaTth, HanMcaTb U
3arpyauTb;

4. Ecnu Tbl roBopuLLb C JIIOObMU, KOTOPbIX HE 3HaeLlb, He UCMNOMb3yW
CBO€ pearnbHOoe UMSA U OPYryro NUYHYI0 MHopMaLmn: UMA, MECTO
XUTENbCTBa, MECTO y4ebbl 1 npoyee;

5. N3beran pasmellenus potorpacun B MHTEpHETE, rae Thbl
n3obpaxxeH Ha MEeCTHOCTU, NO KOTOPOW MOXHO onpeaennTb TBOe
MECTONMNOSIOXEHME;

6. Mpwn pernctpauumn B coumanbHOM CeTU HeobXxoanMo UCNoNbL30BaTh
CNOXHble Naponu, coctoswme n3 6yks n LMp N ¢ KONMYECTBOM 3HAKOB He
MeHee 8;

7. [lnsa coumnanbHOM CeTu, NOYTbl N APYrnx canToB HEOBXoaMMO
MCcnonbL30BaTh pasHble naponu. Toraa ecnun Teds B3NoMaroT, TO
3M0YMBbILLITIEHHUKM MOfyYaT JOCTYN TOSIbKO K OOHOMY MECTY, a He BO BCe
cpasy.

eﬂeKTpOHHble AeHbI'n

ONEKTPOHHbIE AEHbIN - 3TO 04YeHb YO0OHbIN cnocob nnarexen, ogHaKko
CYLLECTBYIOT MOLLUEHHWKN, KOTOPbIE XOTAT MOMYyYNTb 3TN AEHbIN.

3J'|eKTpOHHbIe OeHbrnm nosaBmincCb coecemMm HegaBHO U UMEHHO 13-3a
3TOrNo BO MHOIMX rocygapcrtBax Ao C/X Nop He rnponnmcaHo rnpo HMX B
3aKOHax.

B Poccum e oHM (PyHKUMOHUPYIOT N O HUX YXKe MPONmncaHo B 3aKOHe,
roe ux pasgenstoT Ha HEeCKOSTbKO BUOOB - aHOHUMHbIE U HE aHOHUMHbIE.
PasHnua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTca



nNpoBoAUTL onepaunn 6e3 nageHTuduKaLmm nons3oBarterns, a B
HeaHOHUMHbIX aeHTUMKaLUSA Nonb3oBaTens ABNsSeTcs 0b6A3aTenbHOMN.

Takke cnegyeT pasnuyaTb 9NEKTPOHHbIE onaTHbIe AeHbIM (PaBHbI
rocygapcTBEHHbIM BarnoTam) 1 3NeKTPOHHbIE HednaTHbIe AeHbIM (He
paBHbl FOCYy4apCTBEHHbLIM BanoTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe C ANEKTPOHHBIMU AEHbramu:

1. MpuBSXKM K cHETY MOBUIBHLINM TenedoH. ATO cambin YOOOHbIN U
ObICTPLIM CNOCOB BOCCTAHOBUTL A0CTYN K cHeTy. [NpnBA3aHHbIN TenedoH
NOMOXET, ecnu 3abyaellb CBOM NSaTEXHbIM Naposib UNU 3angellb Ha canT
C HEe3HaKoMOro yCTpPOWUCTBa;

2. icnonb3yn ogHopasoBsble naponuv. Nocne nepexoaa Ha YCUITEHHYHO
aBTOopusaumo Tebe yxe He ByaeT yrpoxaTb OMaCHOCTb KpaXun unm
nepexsaTa nraTexXHoro napons;

3. Boibepu cnoxHbin naponb. MNpecTynHnkam ByaeT He NpocTo yragaTb
CIOXHbIN Naposib. HagexHble naponu - 3To Naponu, KoTopble coaepXxaT He
MeHee 8 3HaKOB 1 BKM4YaloT B cebsl CTPOYHbIE U NPONUCHbIE BYKBbI,
LUMdpPbl N HECKOSTbKO CUMBOJIOB, TakMe Kak 3Hak gonnapa, yHra,
BOCKNuMUAaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOW NNYHbIE AaHHbIE HA calTax, KOTOPbIM He
noBepsieLlb.

ANeKTPOoHHaA noyra

OIEKTPOHHAas noYTa - 3TO TEXHOSIOMNA N NpeJocTaBriieMble el YCIyru
MO NepechbIsike N NOTYYEHMIO ANEKTPOHHbIX COOBLLEHMIA, KOTOPbIE
pacnpegensitoTcs B KOMNboTepHOM ceTU. OBbIMHO 3MEKTPOHHbLIN MOYTOBbLIN
AWK BbIFMAANT creayowmm obpasom:
UMSA_Norb3oBaTtensa@umMsa_aomeHa. Takke Kpome nepegaydm npocToro
TEeKCTa, MMeeTCs BO3MOXHOCTb nepeaaBsaTb dpaunrbl.

OCHOBHblEe COBETbI N0 6e3onacHoi paboTe ¢ 3NEKTPOHHOMN NOYTONA:

1. Hapo BbIbpaTb NpaBusibHbIN NOYTOBBLIV cepBuC. B MHTepHeTe ecTb
OrPOMHBbIN BbIBOP BecnaTHbIX NMOYTOBbLIX CEPBMCOB, O4HAKO fy4lle
OO0BEPATb TEM, KOro 3HaeLlb U KTO NepBbiv B PENTUHTE;

2. He ykasbiBan B NMYHOW MoYTe NNYHY0 MHGopMaumo. Hanpumep,
nydyuwe BblibpaTh "My3blkanbHbI_daHat@" nnun "pok2013" BMecTo
"Temal13";

3. Vicnonb3yn AByxaTanHyo aBTopusaumio. JTo Koraa noMMmo napons
HY>XHO BBOAWUTb KoA, Npucbinaemsiv no SMS;



4. Boibepn crioXHbin naposib. [nsa KaXgoro noYToBOro silMka gOSKeH
ObITb CBOM HaAEXHbIN, YCTONYMBLIN K B3STOMY NMaposib;

5. Ecnn ecTb BO3MOXHOCTb HannucaTb CaMoMy CBOW JIMYHbIA BOMPOC,
NCNOSb3yn 3TY BO3MOXHOCTb;

6. Alcnonb3yn HECKOMbKO NMOYTOBbLIX ALWLMKOB. lepBbin Ans YyacTHOM
nepennuckn ¢ agpecataMmm, KOTOpbIM Thl AOBEPAELLb. DTO ANEKTPOHHbIN
aZipec He HaJo MCMNosb30BaTh NPU perncTpaumm Ha gopymax n cantax;

7. He oTkpbiBayn pannbl 1 gpyrve BroXeHus B NUCbMax, Jaxe ecnu
OHM NPULLIN OT TBOUX ApYy3en. Jlyylue yToYHM y HUX, OTNPaBIISn N OHU
Tebe 3Tn ghannel;

8. Nocne okoH4YaHUs1 paboTbl HA NOYTOBOM CeEpBUCE Nepen 3aKkpbITUEM
BKNaZKkn ¢ canTtom He 3abyab HaxaTb Ha "Bbintun".

KnbepOoynnuHr unm BuptyanbHoe nsgeBartesibCTBO

KnbepOynnuHr - npecnegoBaHne coobLLEHNAMN, coaepKaLLMMm
OCKopbneHus, arpeccuto, 3anyrmBaHue; XynmraHcTBO; counanbHoe
BOMKOTUPOBAHME C MOMOLLIbIO Pa3fIUYHbLIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ kMbepbynnnHrom:

1. He 6pocaiicsa B 6on. Jlyywmnin cnocob: nocoBeToBaTbCs Kak cebs
BECTU U, ECIN HET TOro, K KOMY MOXHO 0bpaTuUTbCS, TO BHa4ane
YyCNoKOUTbCS. Ecnn Tbl HAYHELLbL OTBEYaTb OCKOPONEeHnaAMM Ha
OCKOpOneHust, To TOMNbKO eLle Bonblle pasoxkellb KOHAMUKT;

2. Ynpasnsam ceoen kmbeppenyTaumen;

3. AHOHUMHOCTb B ceTU MHUMasi. CyLLLEeCTBYIOT CNOCOObI BbIACHUTb, KTO
CTOUT 32 aHOHMMHbIM aKKayHTOM;

4. He cTOUT BECTW XYNUraHCKNin 06pa3 BUPTYyarbHOW XN3HWU. VIHTepHET
doukcmpyeT Bce TBOM OENCTBUS N COXPAHSAET UX. YaanuTb Ux byaeT kpanHe
3aTpyaHUTENLHO;

5. Cobnogan cBo BUPTYaribHYyt0 YECTb CMOMoay;

6. rHopupyn eanHn4yHbin Heratne. OgHOpa3oBble OCKOPOUTESbHbIE
coobueHuns nyywe nrHopuposaTb. OBbIMHO arpeccusi npekpaLliaeTcs Ha
HavarnbHOM CTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU
coobLEeHnaAMN, B coLUmarnbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM
OTNpaBKM COOBLLEHMI C onpeaerieHHbIX afpecoB;



8. Ecnu Tl cBuaetenes knbepOynnuHra. TBon eNCTBUS: BbICTYNUTb
NpOTMB NpecneaoBaTens, nokasaTb MY, YTO ero AeNCTBUS OLLEHMBAIOTCS
HeraTMBHO, NoAAEpPXKaTb XXePTBY, KOTOPOM HYXXHa NCUXONOrnyeckas
NOMOLLb, COOBLWLMTL B3POCNbIM O dhaKTe arpecCMBHOIO NOBEeAEHUS B CETM.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1 NNaHLWeThbl coaepxaT B cebe BrnosHe
B3pOCTbI PYHKLMOHAM, U TeNepb OHN MOTYT KOHKYPUpPOBaTb CO
cTauuoHapHbIMK KoMmnbloTepamu. OaHako, cpeacTs 3awuTbl Ans
NoAoOHbIX YCTPOMCTB NoKa 04eHb Mano. TecTUpoBaHUe 1 MOUCK
YSI3BMMOCTEN B HUX NMPOUCXOAUT HEe Tak MHTEeHCUBHO, kak ans MK, To xe
camMoe KacaeTcsi U MOBUNbHbIX NPUNOXEHUIA.

CoBpeMeHHble MOBUNbHbIE Bpay3epbl y>Ke NPakTUYECKN JOrHanm
HaCTOMNbHbIE aHANorM, 04HaKo pacluMpeHne yHKUMOHana BreYveT 3a
cobor 60MbLUYI0 CIIOXKHOCTb U MEHbLUYHO 3aLULLEHHOCTb.

[laneko He BCce NpOM3BOAMTESNM BbiMyCKaoT OOHOBEHNS,
3aKpblBaloOLWME KPUTUYECKNE YSA3BUMOCTM O CBOUX YCTPOWUCTB.

OcHoBHble coBeThbl AN 6€30nacHOCTM MOBUNBHOIO TeJ'IeC*)OHaZ

Huuero He siBnsieTcs no-HacTtoAwemy becnnaTtHbIM. Eyﬂ,b OCTOPOXKEH,
Beab koraa tebe npeagjiararoTt BGecnnaTHbIN KOHTEHT, B HEM MOryT ObITb
CKPbITbl KaKne-TO rnriatHble YCITyTu,

[dyman, npexage yem otnpasnte SMS, poTo nnm Bngeo. Tel TOYHO
3Haelb, rge oHn ByayT B KOHEYHOM UTore?

Heobxoaumo 06HOBNATEL ONepauuoHHY0 CUCTEMY TBOEro CMapTdOHa;
cnonb3yin aHTUBMPYCHbIE NPorpaMmbl AN MOBUIbHBIX TENegOHOB;

He 3arpyskai NnpunoxeHus OT HEM3BECTHOIO UCTOYHUKA, BE[lb OHU
MOTyT COlepXaTb BPeAoHOCHOEe NporpaMMHoe obecrneyeHue;

[Mocne Toro Kak Tbl BbIAELLb C CalnTa, rae BBOAWUI JIUYHYIO
MHdOpMaLUuto, 3anan B HaCcTpourku bpaysepa v yganu cookies;

I'Iepmop,mquKM I'IpOBepﬂVI, KakKne rnmaTtHble YCIyrn aktTuBupoBaHbl Ha
TBOEM HOMEpPE;

[asan ceBon HomMep MoOBUNBHOro TeniedoHa TONbKO NIDASAM, KOTOPbIX
Thl 3HaeLWb N KOMY JOBepSieLb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrga Tbl UM He nonb3yellbed. He
3abbiBan nHorga NpoBepsiTb 3TO.



Online urpbl

CoBpeMEeHHbIE OHMaNH-UIPbl - 3TO Kpaco4YHbIE, 3axXBaTblBaloLLNE
pasBreyvyeHns, 06 begNHAIOLMNE COTHM ThICAY YENOBEK NO BCEMY MUPY.
Nrpoku nccnegytot AaHHbIA UM MUp, 00LLatoTCa Apyr ¢ ApYrom,
BbIMOJSTHAOT 3afaHus, cpaXxatoTcsl C MOHCTpPaMM M Nosy4atoT onbIT. 3a
YAOBOSbCTBME OHM MNATAT: NOKyNatoT AUCK, ONfaynBatoT aboHEMEHT Unu
npnobpeTaroT Kakme-To onunmn.

Bce aTu cpeactea nayTt Ha nogaepXXaHue v pasBuUTUE UMpbl, a Takke Ha
camy 6e30nacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOpPM3aLnu,
BbIMyCKalOTCA HOBbIE NaTyy (LM POBbIE 3annaTkn Ans nporpamMm),
3aKpbIBaAOTCH YSA3BMMOCTU CEPBEPOB.

B nogobHbix nrpax Ctont onacatbCAd He CTOJIbKO CBOUX COMNEpPHUKOB,
CKOJIbKO KpaXu TBOEero napossd, Ha KOTopoMm OCHOBaHa CUCTteMa
aBTOpKMn3aunn fonbLwKHCTBA nrp.

OcHoBHble coBeTbl N0 6e30NacHOCTN TBOEro UrPOBOro akkayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo unm cosgaeT Tebe
HEeNPUATHOCTN, 3abITOKUPYN ero B CANCKE UrPOKOB;

2. Moxanyncsa agMUHUCTPaTOpPaM Urpbl Ha NIoXoe NoBeAEHNE 3TOro
Urpoka, enaTenbHo NPUNOXNTb KakMe-To AoKasaTenbCcTBa B BUae
CKPWHOB;

3. He ykasbiBayn NMYHy0 MHopMaLmo B npodansie nrpbl;
4. YBaxan Opyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeoduumarnbHble NaTyn u Moabl;

6. Aicnonb3yn CrioXHble N pasHble Naponu;

7. Oaxe BO BPeMS Urpbl HE CTOUT OTKNOYATb aHTMBUPYC. [oka Tbl
nrpaellb, TBOW KOMMNbIOTEP MOTYT 3apasnTb.

PUWKUHTr Unun KpaXxa JIN4YHbIX AaHHbIX

O6bI4HON Kpa>|<el7| AdeHer n JOKyMeHTOB CerogHs y>xe HAKOro He
yanBullb, HO C pa3BuUTnNeEM MHTepHeT-TeXHOHOFMVI 3JTOYMbILLJTEHHUNKA
nepemMecTuiincb B UHTEPHET, U NMPOoAOoJIKAT 3aHNMaTbCA "nodnmbIM’
OEeroM.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLUEHHMUYECTBA UMK
ULLIMHT, rNaBHas Lenb KOTOPOro COCTOMT B NOSyYeHUN
KoHdMAeHUManNbHbIX JaHHbIX NONb30BaTernewn - NorMHOB K napornen. Ha



aHrnunckom asblke phishing yntaetcs kak puwmnHr (ot fishing - pelbHas
noens, password - Naponb).

OcHoBHbIe coBeTbl N0 60pb6e ¢ hpULLMHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOSA
aHkeTa bblna B3riomaHa, To Heob6xoaMmo 3aboKMpoBaTh €€ N COODLLNTL
agMUHUCTPaTopaMm pecypca 06 3TOM Kak MOXXHO CKOpEE;

2. Ncnonb3yn 6e3onacHble Beb-canTbl, B TOM YUCE, UHTEPHET-
MarasuHOB 1 NMOUCKOBbIX CUCTEM;

3. /cnonb3yn CrioXHble 1 pasHble naponn. Takum obpasom, ecnu Tebs
B3J/IOMAtOT, TO 3/10YMbILLIIEHHMKM NOy4aT LOCTYN TOMBbKO K OO4HOMY TBOEMY
npodousito B CETU, a HE KO BCEM;

4. Ecnu Tebsa Banomanu, To Heob6xoanMo npeaynpeauTb BCEX CBOUX
3HaKOMbIX, KOTopble fob6aBrieHbl y TeBSA B Apy3bsiX, O TOM, YTO Tebs
B3fIOManu 1, BO3MOXHO, OT TBOEro MMeHn ByaeT pacchiniaTtbcs cnam m
CCbINIKM Ha OULLNHIOBbIE CaunTbl;

5. YctaHoBu HagexHbln naposib (PIN) Ha MoBunbHbIN TenedoH;
6. OTKkIo4YKM coxpaHeHne napons B bpaysepe;

7. He oTKkpbiBan hansibl U gpyrue BroXeHUs B NUCbMax, Aaxe ecrnm
OHM NPULLIN OT TBOUX ApYy3en. Jlydlle yToYHM Y HUX, OTNPaBIIsann v OHU
Tebe aTu hannsol.

LudpoBas penyrauusa

Lindoposaga penytauums - 3To HeraTuBHasi UM NO3NTMBHAA
nHdpopMauus B cetn o Tebe. KomnpomeTupyroLasa nHdopmauus,
pa3MeLLEHHasa B UHTEPHETE, MOXET Cepbe3HbIM 06pa3oM OTPa3nTbCS Ha
TBOEN peanbHou Xn3Hu. "Lindposasg penytaums” - 3To TBON UMNOXK,
KOTOpbIN chopMmpyeTcsa n3 nHgopmauum o Tebe B UHTEPHETE.

TBOE MecTO XuUTenbCcTBa, y4ebbl, TBOE PUHAHCOBOE MOSOXEHNe,
0COBEHHOCTM XapaKkTepa 1 pacckasbl 0 GNN3KMX - BCE 3TO HaKanMBaeTCs B
ceTu.

MHorme noapoCTKM NErkoMbICNEHHO OTHOCATCSA K NyBnunkaumm fM4HON
nHpopmaunm B VIHTepHeTe, He NOHMMada BO3MOXHbIX NocrneacTBUn. Thl
Aaxe He CMOXeLlb aoragaTtbCs 0 TOM, YTO dooTorpadus, pasmeLleHHasa 5
neT Hasapg, ctana NpMYMHON OTKasa NpuHATb Tebs Ha paboTy.

KommeHTapumn, pasmelleHne TBomx ootorpadouin n gpyrme enctemg
MOryT HE UCYE3HYTb [aXke Mocre Toro, Kak Tbl UX yaanuviwb. Tel HE 3HaeELb,



KTO COXpaHuI 3Ty MHpopmMauumio, nonara nm oHa B NOMCKOBbIE CUCTEMbI U
COXpaHunachb M OHa, a rfaBHoe: 4YTO NoAymMaloT O Tebe okpyxatoLme
noan, KOTopble HAaUAYT N yBUAAT 3TO. Hantn nHpopmaumo MHOro net
CMyCTs CMOXeT Ntobon - kKak U3 AobpbIxX NOBYXOAEeHUN, TaK U C HAMEPEHNEM
NPUYNHUTL Bpea. OTO MOXET ObITb KTO YroA4HO.

OcHoBHble coBeTbl MO 3awuTe LMPPOBON penyTauuu:

1. Mogyman, npexae 4em 4To-To NybnmnkoBaTb N NepenaBaThb y cebs B
6rore unu B coumansHOW CeTu;

2. B HacTporkax npocunst ycTaHOBM OrpaHUYEHNS Ha NPOCMOTP
TBOEro Npogousisa N ero Coaep>XXMMoro, caesiam ero Tonbko "anga gpysen”;

3. He paamewian n He ykasbiBan MHpopmMaumo, KoTopas MOXeET KOro-
nnéo ockopbnAaTb unn obuxaTb.

ABTOpCKOEe npaBo

CoBpeMeHHbIE LWKOSTbHUKM - aKTUBHbIE Nofib3oBaTenn umgpposoro
npoctpaHcTBa. OgHaKo ganeko He BCe 3HatOT, YTO NOSib30BaHME MHOMUMM
BO3MOXXHOCTSIMU LUMppoBOro mmpa Tpebyet cobnogeHnsa npae Ha
NMHTENNEKTyanbHy0 CO6CTBEHHOCTb.

TepMUH "vHTEennekTyanbHast COGCTBEHHOCTL" OTHOCUTCS K pasfinyHbIM
TBOPEHUSIM YENTOBEYECKOrO yMa, HauymMHasa ¢ HOBbIX N300pETEHUI N 3HAKOB,
0603HavatoLWmnx cobCTBEHHOCTb Ha NPOAYKTLI U YCNyrn, U 3akaH4YnBas
KHUramu, ootorpadomsamm, KNHoUNIbMamMu 1 My3blKarbHbIMU
npou3BeaeHNAMN.

ABTOpCKME npaBa - 3TO NpaBa Ha UHTENNEKTyarnbHYy CO6CTBEHHOCTb
Ha Npoun3BeLEeHNs HayKn, NnTepaTypbl N UCKycCTBa. ABTOPCKME npasa
BbICTYNalT B KQ4eCTBE rapaHTun TOro, Yto
WMHTENNeKTyanbHbI/TBOPYECKN TPYA aBTOpa He ByaeT HanpacHbIM, AacT
eMy crpaBeasiMBble BO3MOXHOCTU 3apaboTaTtb Ha pe3yribTaTax CBOEro
TpyAaa, NonyyYnTb N3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelleHus
aBTOpa He MOXeT BOCMPOU3BOANTL ero nponsseaeHne, pacnpocTpaHaThb,
nyobnn4yHO 4EMOHCTPMPOBAThL, NpoaasaTb, UMMOPTUPOBATb, MyCKaTb B
npokar, Ny0rm4yHO UCMONHATb, MOKa3blBaTb/UCMONHATL B adhupe nnm
pasmMeLlaTtb B IHTepHeTe.

Mcnonb3oBaHue "nupaTckoro” nporpaMmmMHoOro obecnevyeHnst MoxeTr
NPUBECTU K MHOTMM pUCKaM: OT NOTEPU AaHHbIX K TBOMM akkayHTam A0
61OKMPOBKM TBOErNO YCTPOWNCTBA, rAe YCTaHOBIEHa HeneranbHas
nporpaMmma. He ctout Takke 3abbiBaTb, YTO CYLLECTBYIOT fleranbHble U
BGecnnaTHble NporpaMmbl, KOTOPbIE MOXHO HAWUTU B CETW.



